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ÇÀÑÒÎÑÓÂÀÍÍß ÌÅÄÎÂÎÃÎ ØÈÔÐÓÂÀÍÍß ÄÎ

ÑÕÅÌÈ ÖÈÔÐÎÂÎÃÎ ÏIÄÏÈÑÓ ØÍÎÐÐÀ

Ñòiéêiñòü êðèïòîñèñòåì çíà÷íîþ ìiðîþ çàëåæèòü âiä íàäiéíîñòi çàõèñòó ñåêðåòíèõ êëþ-
÷iâ, ÿêi â íèõ âèêîðèñòîâóþòüñÿ. Çîêðåìà, ïðîöåäóðà ãåíåðóâàííÿ îñòàííiõ ïîâèííà ïîâåðòàòè
äîñòàòíüî ðiçíîìàíiòíi êëþ÷i, ùîá ¨õ íå ìîæíà áóëî ïiäiáðàòè çà äîïîìîãîþ àòàêè ïîâíîãî
ïåðåáîðó (brute�force attack). Ìåäîâå øèôðóâàííÿ âèêîðèñòîâóþòü ÿê äîäàòêîâèé áàð'¹ð çàõèñòó
êëþ÷iâ êðèïòîñèñòåì äëÿ ñïîâiëüíåííÿ àòàêè ïîâíîãî ïåðåáîðó. ßê i äëÿ ¾êðèïòîãðàôi¨ áiëî¨
ñêðèíüêè¿ (White box cryptography), iñíóþòü ðiçíi ñõåìè ìåäîâîãî øèôðóâàííÿ çàëåæíî âiä òî-
ãî, íà ùî ñïðÿìîâàíî äîäàòêîâèé çàõèñò. Ïîòðåáà äîäàòêîâî çàõèùàòè òà¹ìíi êëþ÷i âèíèêà¹
ó ñèñòåìàõ âiääàëåíîãî äîñòóïó, ó êîíòåêñòi íàäàííÿ äîñòóïó äî iíôîðìàöi¨ àâòîðèçîâàíèì
êîðèñòóâà÷àì.

Ó öié ñòàòòi ïîáóäîâàíî ñõåìè äîäàòêîâîãî çàõèñòó êëþ÷iâ ñèñòåìè öèôðîâîãî ïiäïèñó
Øíîððà, íàâåäåíî ïñåâäîêîä âiäïîâiäíèõ àëãîðèòìiâ, ïðîàíàëiçîâàíî ñêëàäíiñòü àòàêè ïîâíèì
ïåðåáîðîì.

Êëþ÷îâi ñëîâà: ìåäîâå øèôðóâàííÿ, ñòiéêiñòü, ñõåìà öèôðîâîãî ïiäïèñó Øíîððà.

Âñòóï

Ìåäîâå øèôðóâàííÿ ñòâîðþ¹ äîäàòêîâèé
áàð'¹ð äëÿ çàõèñòó âiä brute-force àòàêè (ïîâíî-
ãî ïåðåáîðó), ñïðÿìîâàíî¨ íà çëàì êëþ÷iâ, ïàðî-
ëiâ, ïií-êîäiâ, íîìåðiâ êðåäèòíèõ êàðòîê òîùî.

Áàãàòî ñó÷àñíèõ êðèïòîñèñòåì âèêîðèñòîâó-
þòü ñëàáêå øèôðóâàííÿ, ÿêå â îñíîâíîìó áàçó-
¹òüñÿ íà âèáîði êîðèñòóâà÷àìè ïåâíèõ ïàðîëiâ.
Áiëüøiñòü êîðèñòóâà÷iâ îáèðàþòü ¾áiäíi¿ (íå-
íàäiéíi) ïàðîëi, ÿêi äîñèòü ëåãêî ïiäiáðàòè ìå-
òîäîì brute-force àòàêè (òîáòî ïåðåáèðàþ÷è âñi
ìîæëèâi âàðiàíòè). Òîìó âèíèêà¹ ïîòðåáà ó äî-
äàòêîâîìó çàõèñòi öèõ ïàðîëiâ.

Ç iíøîãî áîêó, äîâæèíà ïàðîëÿ ÷àñòî îáìå-
æåíà, à îñêiëüêè êëþ÷i øèôðóâàííÿ ãåíåðóþ-
òüñÿ çà ïàðîëåì, öå òàêîæ ïðèçâîäèòü äî òîãî,
ùî ìåòîäîì áðóòàëüíî¨ àòàêè ëåãøå ïiäiáðàòè
êëþ÷.

Iäåÿ øèôðóâàííÿ, ÿêå á çàáåçïå÷èëî íàëå-
æíèé äîäàòêîâèé çàõèñò, ïîëÿãà¹ â ïîáóäîâi òà-
êî¨ ñèñòåìè, ùîá ñóïåðíèê íå áóâ çäàòåí âiä-
íîâèòè ïî÷àòêîâèé òåêñò íàâiòü ïiñëÿ ïåðåáîðó
âñiõ ìîæëèâèõ âàðiàíòiâ ïàðîëiâ/êëþ÷iâ. Îñíî-
âàíà íà êîíöåïöi¨ ñèñòåì-ïðèìàíîê, âîíà âè-
äà¹ íà âèõîäi ïîâiäîìëåííÿ, ÿêi âàæêî âiäðiçíè-
òè âiä ïðàâäèâèõ. Òàêi ïîâiäîìëåííÿ íàçèâàþòü
ìåäîâèìè, àäæå, ïîäiáíî äî ñîëîäêî¨ ìàñè, àëå
â òåðìiíîëîãi¨ êîìï'þòåðíî¨ áåçïåêè, âîíè ¾çà-
òÿãóþòü¿ ñóïåðíèêà ó ãëóõèé êóò.

Ìåäîâå øèôðóâàííÿ ìîæå áóòè âèêîðèñòà-
íå äëÿ äîäàòêîâîãî çàõèñòó íå òiëüêè ïàðîëiâ,
àëå é êëþ÷iâ êðèïòîñèñòåì. ×àñòî êëþ÷i âè-

áèðàþòüñÿ âèïàäêîâèì ÷èíîì i ìîæóòü áóòè
âðàçëèâèìè äî ïîâíîãî ïåðåáîðó (ÿê, íàïðè-
êëàä, ó âèïàäêó êðèïòîñèñòåìè RSA, âèáið ïàðè
ïðîñòèõ ÷èñåë-¾áëèçíþêiâ¿ â ÿêîñòi çàêðèòîãî
êëþ÷à ìîæå ïðèâåñòè äî ëåãêîãî ðîçêðèòòÿ ñè-
ñòåìè). Áåçïåêà ìåäîâîãî øèôðóâàííÿ, ñïîñîáè
éîãî ïîáóäîâè i çàñòîñóâàííÿ ðîçãëÿíóòi â ðîáî-
òàõ [2; 3; 5; 6].

Ñèíòàêñèñ i ñåìàíòèêà ìåäîâîãî øèôðóâà-
ííÿ àíàëîãi÷íi äî ñèìåòðè÷íèõ êðèïòîñèñòåì.
Àëãîðèòì øèôðóâàííÿ, ÿêèé çà äîïîìîãîþ
êëþ÷à i âiäêðèòîãî òåêñòó óòâîðþ¹ êðèïòîòåêñò,
¹ âèïàäêîâèì. Äåøèôðóâàííÿ âiäíîâëþ¹ âiä-
êðèòèé òåêñò iç êðèïòîòåêñòó. Âiäìiííiñòü âiä
çâè÷àéíî¨ ñèìåòðè÷íî¨ êðèïòîñèñòåìè ïîëÿãà¹
ó òîìó, ÿê ìåäîâå øèôðóâàííÿ ïîâîäèòü ñåáå
ïðè äåøèôðóâàííi, êîëè õòîñü íàìàãà¹òüñÿ çà
äîïîìîãîþ íåïðàâèëüíîãî êëþ÷à äåøèôðóâàòè
êðèïòîòåêñò. Çàìiñòü òîãî, ùîá âèäàòè ÿêèéñü
øóì àáî ïîìèëêó, äåøèôðóâàííÿ âèäàñòü âiä-
êðèòèé òåêñò, ÿêèé âèãëÿäà¹ ïðàâäîïîäiáíèì.

Ó öié ñòàòòi ðîçãëÿíóòî ñõåìó öèôðîâîãî
ïiäïèñó Øíîððà, äëÿ ÿêî¨ îïèñàíî ñõåìó ìåäî-
âîãî øèôðóâàííÿ äëÿ äîäàòêîâîãî çàõèñòó êëþ-
÷à.

Çàãàëüíà ñõåìà ìåäîâî¨ êðèïòîñèñòå-

ìè. Íåõàé K iM � ìíîæèíè êëþ÷iâ i ïîâiäîì-
ëåíü âiäïîâiäíî. Äëÿ çàãàëüíîñòi ââàæà¹ìî, ùî
K ìiñòèòü ñòðiíãè {0, 1}∗ ðiçíî¨ äîâæèíè. Ìåäî-
âå øèôðóâàííÿ ñêëàäà¹òüñÿ ç ïàðè àëãîðèòìiâ

(HEnc,HDec),
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ç ÿêèõ ïåðøèé ¹ àëãîðèòìîì øèôðóâàííÿ, à
äðóãèé � äåøèôðóâàííÿ. Øèôðóâàííÿ HEnc
ïðèéìà¹ íà âõiä êëþ÷ K ∈ K, ïîâiäîìëåííÿ
M ∈ M, äåÿêi îäíîðiäíi âèïàäêîâi áiòè, i âè-
âîäèòü çàøèôðîâàíèé òåêñò C. Äåøèôðóâàííÿ
HDec ïðèéìà¹ íà âõiä êëþ÷ K ∈ K i çàøèôðî-
âàíèé òåêñò C, i ïîâåðòà¹ ïîâiäîìëåííÿM ∈M.

Çàçíà÷èìî, ùî äåøèôðóâàííÿ ¹ óñïiøíèì,
ÿêùî äëÿ âñiõ M ∈ M i K ∈ K éìîâiðíiñòü
P = [HDecK(HEncK(M)) =M ] = 1.

Âiä çâè÷àéíîãî ïðîöåñó øèôðóâàííÿ i äåøè-
ôðóâàííÿ ïàðè àëãîðèòìiâ

(HEnc,HDec)

âiäðiçíÿþòüñÿ òèì, ùî ó âèïàäêó ââåäåííÿ çà-
øèôðîâàíîãî òåêñòó C íå ç ìíîæèíè êðèïòî-
òåêñòiâ àëãîðèòì äåøèôðóâàííÿ âèäà¹ íå ïî-
ìèëêó, à äåÿêå ïîâiäîìëåííÿ M1, âiäìiííå âiä
M , àëå äóæå ¾ïîäiáíå¿ äî M . Ñêàæiìî, â [1]
çàïðîïîíîâàíå ìåäîâå øèôðóâàííÿ äëÿ êðèïòî-
ñèñòåìè RSA, ÿêå ñïðÿìîâàíå íà çàõèñò êëþ÷iâ.
Ïðè äåøèôðóâàííi íåïðàâèëüíîãî ïîâiäîìëåí-
íÿ çëîâìèñíèê îòðèìà¹ ïàðó ïðîñòèõ ÷èñåë, ÿêi
íå ¹ êëþ÷àìè êðèïòîñèñòåìè RSA. Öþ iäåþ ìè
âèêîðèñòà¹ìî äëÿ ïîáóäîâè ìåäîâîãî øèôðóâà-
ííÿ, ñïðÿìîâàíîãî íà çàõèñò êðèïòîñèñòåìè Ðà-
áiíà.

Íàäiéíiñòü ìåäîâîãî øèôðóâàííÿ.

Äëÿ òîãî, ùîá ôîðìàëiçóâàòè ïîíÿòòÿ áåçïå-
êè ìåäîâîãî øèôðóâàííÿ, âèêîðèñòà¹ìî ïîíÿ-
òòÿ àòàêè âiäíîâëåííÿ ïîâiäîìëåíü (message
recovery attack). Íàøà ìåòà ïîëÿãà¹ â òîìó, ùîá,
âðàõîâóþ÷è øèôðóâàííÿ ïîâiäîìëåííÿ, éìî-
âiðíiñòü òîãî, ùî áóäü-ÿêèé ñóïðîòèâíèê âiäíî-
âèòü ïðàâèëüíå ïîâiäîìëåííÿ, áóëà íåçíà÷íîþ.
Àëå öå ìîæëèâî òiëüêè òîäi, êîëè ÿê ïîâiäîìëå-
ííÿ, òàê i êëþ÷i ìàþòü âèñîêó åíòðîïiþ. Òèì íå
ìåíø, ìè ìîæåìî êîíêðåòíî âèìiðÿòè ïåðåâà-
ãó âiäíîâëåííÿ ïîâiäîìëåííÿ áóäü-ÿêîãî ñóïðî-
òèâíèêà, i çðîáèìî öå, ùîá ïîêàçàòè, ùî çëîâ-
ìèñíèêè íå ìîæóòü äîñÿãòè áiëüøî¨ ïåðåâàãè,
íiæ 1/2µ, äå µ � ìiíiìàëüíà åíòðîïiÿ ðîçïîäiëó
êëþ÷iâ pk.

Âèçíà÷èìî óñïiøíiñòü ñóïðîòèâíèêà A ïðî-
òè ñõåìè ìåäîâîãî øèôðóâàííÿ ÿê

AdvHE,pm,pk(A) =
= P [çëîâìèñíèê ïiäiáðàâ êëþ÷ ïðè

ðîçïîäiëàõ pm , pk ],

äå pm �ðîçïîäië ïîâiäîìëåíü íà ìíîæèíiM.

Ñõåìà öèôðîâîãî ïiäïèñó Øíîððà

Ðîçãëÿíåìî àëãîðèòì öèôðîâîãî ïiäïèñó, ùî
áàçó¹òüñÿ íà ñõåìi öèôðîâîãî ïiäïèñó Øíîððà.

Ïðèïóñòèìî, ùî ó÷àñíèêàìè ïðîöåñó ïiäïè-
ñóâàííÿ ¹ Àëiñà é Áîá.

Ãåíåðóâàííÿ êëþ÷iâ. Âèáåðåìî âåëèêå ïðî-
ñòå ÷èñëî p òàêèì ÷èíîì, ùî â ÷èñëà p − 1 ¹
âåëèêèé ïðîñòèé äiëüíèê q. Äàëi âèáåðåìî òàêå
÷èñëî h 6= 0, äëÿ ÿêîãî hq ≡ 1 mod p.

Àëiñà âèáèðà¹ âèïàäêîâèì ÷èíîì ÷èñëî
a, 1 ≤ a ≤ q − 1, i îá÷èñëþ¹ v = (ha)−1 mod p.
Òàêèì ÷èíîì îòðèìó¹ âiäêðèòèé êëþ÷ v i òà-
¹ìíèé êëþ÷ a, ïðè÷îìó hav ≡ 1 mod p.

Ïðîöåñ ãåíåðóâàííÿ ïiäïèñó ç áîêó Àëiñè ìî-
æíà îïèñàòè ïîñëiäîâíî òàêèìè äiÿìè:
1) âèáið âèïàäêîâîãî ÷èñëà r, 1 ≤ r ≤ q − 1;
2) îá÷èñëåííÿ X = hr mod p ;
3) îá÷èñëåííÿ s1 = f(MX), äå M � ïîâiäîìëå-
ííÿ, f � äåÿêà õåø-ôóíêöiÿ, MX � ðåçóëüòàò
êîíêàòèíàöi¨ M i X;
4) îá÷èñëåííÿ s2 = (r + as1) mod q;
5) ñòâîðåííÿ ïàðè S = (s1, s2), äå S � ïiäïèñ.

Ïiäòâåðäæåííÿ ïiäïèñó. Ïiñëÿ îòðèìàííÿ
âiä Àëiñè ïîâiäîìëåííÿM i ïiäïèñó S = (s1, s2),
Áîá îá÷èñëþ¹ Z = hs2vs1 mod p i ïåðåâiðÿ¹, ÷è
ñïðàâäæó¹òüñÿ s1 = f(MZ).

Êîðåêòíiñòü ïðîòîêîëó äîâîäèòüñÿ òàêèì
÷èíîì:

Z = hs2vs1 = hr+as1+kqvs1 =

= hr(hq)k(hav)s1 ≡ hr mod p = X.

Çàñòîñóâàííÿ ìåäîâîãî øèôðóâàííÿ

äî ñõåìè öèôðîâîãî ïiäïèñó Øíîððà. Äëÿ
éìîâiðíiñíî¨ ñèñòåìè öèôðîâîãî ïiäïèñó, ÿêîþ
¹ ñõåìà Øíîððà, íåîáõiäíî íàäàòè äîäàòêîâèé
çàõèñò ùîäî òà¹ìíîãî êëþ÷à a, îñêiëüêè çáåði-
ãàííÿ éîãî ó âiäêðèòîìó âèãëÿäi ¹ íåíàäiéíèì.

¾Çàõîâà¹ìî¿ òà¹ìíèé êëþ÷ a â ÷èñëîâèé íà-
áið (p1, ..., pt).

Íåõàé Oq � ìíîæèíà öiëèõ ÷èñåë ó äiàïàçîíi
âiä 1 äî q − 1.

Ïñåâäîêîä, ÿêèé îïèñó¹ àëãîðèòì øèôðóâà-
ííÿ Enc(a), ìà¹ âèãëÿä:

(p1, ..., pt)← Otq
For i = 1 to t− 1 do

If IsPrime(pi) then break
pt ← pi · a mod q
return(p1, ..., pt).

Øèôðóâàííÿ ïðèéìà¹ íà âõiä öiëå ÷èñëî a i
ãåíåðó¹ ïîñëiäîâíiñòü öiëèõ ÷èñåë iç ïðîìiæêó
[1, q−1]. ßêùî ñåðåä t−1 ÷èñåë iç öi¹¨ ìíîæèíè
¹ õî÷à á îäíå ïðîñòå, çàìiíèìî îñòàíí¹ ÷èñëî
â ïîñëiäîâíîñòi íà äîáóòîê öüîãî ïðîñòîãî i a.
ßêùî ñåðåä t− 1 ÷èñåë iç öi¹¨ ìíîæèíè ïðîñòèõ
íåìà¹, çàìiíèìî îñòàíí¹ ÷èñëî íà äîáóòîê ïå-
ðåäîñòàííüîãî i a.
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Ïñåâäîêîä, ÿêèé îïèñó¹ àëãîðèòì äåøèôðó-
âàííÿ Dec(p1, ..., pt), ìà¹ âèãëÿä:

i← 1
while ¬IsPrime(pi)

i← i+ 1
If i = t− 1 then a← p−1

i · pt
p← p−1

i · pt mod q
return(a).
Äåøèôðóâàííÿ ïðèéìà¹ íà âõiä âåêòîð öi-

ëèõ ÷èñåë äîâæèíè t i ïîâåðòà¹ òà¹ìíèé êëþ÷
a. ßêùî âåêòîð ââåäåíèé çëîâìèñíèêîì i íå ìi-
ñòèòü ó ñîái çàìàñêîâàíå ÷èñëî a, äåøèôðóâàí-
íÿ ïîâåðòàòèìå ðåçóëüòàò ìíîæåííÿ îñòàííüîãî
÷èñëà íà îáåðíåíå ïî ìîäóëþ q äî ïåðøîãî ïðî-
ñòîãî ÷èñëà, ÿêùî òàêå iñíó¹ â íàáîði, àáî ïå-
ðåäîñòàííüîãî ÷èñëà â íàáîði. Îòæå, ïðè ñïðîái
øòó÷íî ïiäiáðàòè òà¹ìíèé êëþ÷ øëÿõîì ïîâíî-
ãî ïåðåáîðó çëîâìèñíèê îòðèìà¹ ÷èñëî, ïîäiáíå
äî a (à ñàìå, ÿêåñü ÷èñëî ç ïðîìiæêó [1, q − 1]),
àëå ÿêå âií íå çìîæå âèêîðèñòàòè ïiä ÷àñ ñïðîáè
ïiäðîáêè ïiäïèñó Àëiñè.

Ðàçîì âèùåîïèñàíi øèôðóâàííÿ òà äåøè-
ôðóâàííÿ ñêëàäàþòü ñõåìó Schn�HE.

Íàäiéíiñòü ìåäîâîãî øèôðóâàííÿ, çà-

ñòîñîâàíîãî äî ñõåìè öèôðîâîãî ïiäïèñó

Øíîððà. Äîâåäåìî òàêó òåîðåìó.
Òåîðåìà 1. Ïðèïóñòèìî, ùî Schn�HE � öå
ñõåìà ìåäîâîãî øèôðóâàííÿ, çàñòîñîâàíîãî äî
ñõåìè öèôðîâîãî ïiäïèñó Øíîððà. Òîäi äëÿ äî-
âiëüíîãî çëîâìèñíèêà A

AdvHE(A) ≤
1

q − 1
(1− 2

3l
)t−2,

äå q ∈ [2l−1, 2l).

Äîâåäåííÿ. Ñêîðèñòà¹ìîñü ïîñòóëàòîì Áåð-
òíàíäà, òîáòî âèêîðèñòà¹ìî ôàêò, ùî

π(2l)− π(2l−1) >
2l−1

3l

äëÿ âñiõ l, äå l � òàêå ÷èñëî, äëÿ ÿêîãî q ∈
∈ [2l−1, 2l). Òîäi éìîâiðíiñòü âèáðàòè ïðîñòå ÷è-
ñëî ç iíòåðâàëó [2l−1, 2l) áóäå 2

3l . Äëÿ äâîõ ÷èñåë
ç ïîñëiäîâíîñòi (p1, ..., pt) âãàäàòè, ùî pt = pi · a
mod q, äîðiâíþ¹ 1

q−1 . Îòæå, éìîâiðíiñòü âãàäà-
òè ðîçâ'ÿçîê, ÿêùî æîäíå iíøå ÷èñëî íå ¹ ïðî-
ñòèì,

(1− 2

3l
)t−2 · 1

q − 1
.

Îñêiëüêè ïðè àòàöi ïîâíîãî ïåðåáîðó çëîâ-
ìèñíèê ïåðåáèðà¹ âñi ìîæëèâi âàðiàíòè, i âèïà-
äîê, êîëè â íàáîði (p1, ..., pt) òiëüêè îäíå ïðîñòå
÷èñëî, ¹ íàéáiëüø ñïðèÿòëèâèì äëÿ íüîãî, éìî-
âiðíiñòü âãàäàòè ðîçâ'ÿçîê çà óñiõ iíøèõ îáñòà-
âèí áóäå ìåíøîþ, òîáòî

AdvHE(A) ≤
1

q − 1
(1− 2

3l
)t−2 = g(t).

Îñêiëüêè ôóíêöiÿ g(t) ¹ íåçíà÷íîþ, ìè ââà-
æà¹ìî óñïiõ çëîâìèñíèêà íåçíà÷íèì.
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M. Oliynyk

HONEY ENCRYPTION APPLIED TO SCHNORR
SIGNATURE SCHEME

The security of any cryptosystem mostly depends on the reliability of the protection of secret keys
used in it. In particular, key generation procedure must give a variety of keys so that they cannot be
picked up by a brute-force attack. Honey encryption is used as an additional barrier of cryptosystems’
keys protection to slow down a brute-force attack. As in the case of “ white box cryptography”, different
honey encryption schemes are considered depending on what the additional protection is aimed at. The
need to additionally protect secret keys arises in remote access systems, when it is necessary to provide
access to information to authorized users.

The idea of encryption, which would provide adequate additional protection, is to build a system so
that the attacker will not be able to recover the original text, even after searching through all possible
options for passwords or keys. Based on the concept of lure systems, this system outputs messages that
are difficult to distinguish from the true ones. Such messages are called it honey, which, like the sweet
substance, but in computer security terminology, “ drag ” the opponent into a dead end.

This article constructs schemes for additional key protection of the Schnorr Signature Scheme, de-
scribes the pseudocodes of the corresponding algorithms, analyzes the complexity of a brute-force attack.
This scheme requires additional protection against the a secret key because storing it in the open is
unreliable. With the proposed encryption algorythm, we can “hide” a into a sequence of integers, and
extract it back with the proposed decryption algorythm. If the sequence is entered by an attacker and
does not contain a masked number a, decryption algorythm will return the result of multiplying the last
number by the inverse q to the first prime number, if any, in the set, or the penultimate number in the
set. Therefore, when trying to artificially pick up a secret key by a brute-force attack, the attacker will
get a number similar to a but which he will not be able to use when trying to forge Alice’s signature.

Keywords: honey encryption, security, Schnorr Signature Scheme.
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