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SACTOCYBAHHA MEJTOBOT'O IIN®PYBAHHAI 10
CXEMU IINOPOBOI'O IIIAIINCY IITHOPPA

Cmitikicmd KDUNMOCUCTEM 3HAYHON MIDOH 3GAEHCUMD 610 HAJITUHOCTI 3aTUCTNY CEKPEMHUL KA~
w8, AKL 6 HUT BUKOPUCTNOBYIOMbCA. 30Kpema, npouedypa 2eHePYS8AHHA OCIMAHHIT NOGUHHA NOGEPTATU
dOCTNAMHBO PIBHOMAGHITHE KAYE, W00 1T He MOodCcHG 0Ya0 nidibpamu 3a JoONOMO02010 GMAKU NOGHO20
nepebopy (brute—force attack). Medose wugpysarns suxopucmosyroms sx dodamxosuts b6ap’ep 3axucmy
KA0%I68 KPUNMOCUCMeEM 04 CNOBIAbHEHHA GMAKU NO6HO20 nepebopy. Sk i das «kpunmozpadii 6inoi
cxpunvruy (White box cryptography), icnyroms pisui cremu medo6o2o wudpysaris 3aiedicHo 6id mo-
20, Ha WO cnpamosaro dodamxosuls 3azucm. ITompeba dodamKo6o 3aTUWAMU MAEMHL KAIOYT BUHUKAE
Yy cucmemax eiddanenozo docmyny, y kowmexcmi HadanHs docmyny 0o iHPOPMAULE a8MOPUI0EAHUM

KOPUCTYBA%AM.

Y witt emammi nob6ydosano cxremu dodamro6020 3aTUCMY KAOUIE cucmemu YuPpoeoz0 nidnucy
ILTnoppa, nasederno ncedokod 6iONOGIOHUT AAZOPUMMIE, NPOGHAAIZ08GHO CKAGOHICTL GMAKY TOSHUM

nepebopom.

KirrouoBi cioBa: menose mudpyBaHHs, crifikicTb, cxema uudposoro miamucy IIaoppa.

Beryn

MemoBe mudpyBaHHs CTBOPIOE IOTATKOBUI
6ap’ep Juis 3axucry Bizg brute-force araku (noBHO-
ro nepebopy ), CpsIMOBAHOL Ha 3J1aM KJIIOYiB, Iapo-
JIiB, IIH-KO/IiB, HOMEPIB KPEJUTHUX KAPTOK TOIIO.

Bararo cygacHux KpunrocucreM BHKOPHUCTOBY-
I0Th ci1abke mudpyBaHHs, sike B OCHOBHOMY 06a3y-
€ThCs Ha BUOOpI KOPUCTYBAYAMU TTEBHUX MAPOJIIB.
Binburicrs kopucryBadis obupaiorh «Gimmi» (He-
HaiiiHl) maposi, ki JoCuThb Jierko mimibparu Me-
rogom brute-force araku (To6ro nepebuparouu Bei
moxksuBi Bapianru). Tomy Bunukae norpeba y g0-
JATKOBOMY 3aXUCTL LIUX 11APOJIIiB.

3 inmoro GOKy, JTOBXKUHA TAPOJIsi 4acTO ObMe-
KeHa, & OCKIIbKH K04l mupPyBaHHSA M€HEPYIO-
ThCA 3a TAPOJIEM, TIe TAKOXK MPU3BOIUTH O TOTO,
1[0 METOJOM OpPYTaJbHOI aTaKW JIErIne Imiaioparn
KJTIO|.

Inest mmdpysanns, ske 6 3a0e3mMevnio Haje-
JKHUW JTOJATKOBHUI 3aXUCT, TOJISTAE B TTIODYI0BI Ta-
KOl cucremu, MO0 CymepHUK He OyB 37aTeH Bi-
HOBHUTH MOYATKOBUH TEKCT HABITH IICJsI TIepedbopy
BCIX MOKJMBUX BapianTis naposis/kioqis. OcHo-
BaHA Ha KOHIIEMII CHCTEM-TTPUMAHOK, BOHA BU-
JIa€ Ha, BUXO/Ii TIOBLTOMJIEHHS, STKi BayKKO Bi/IpI3HU-
T BiJ mpaBauBux. Taki MOBiJOMJIEHHS Ha3UBAIOTH
MedosuMU, alzKe, IOMIOHO 10 COJIOAKOI MacH, ajie
B TepMiHOJIOTI] KOMITI'IOTEepPHOI Oe3MMeKn, BOHU «3a-
TATYIOTh» CYNEPHUKA Y TJIYXHUil KyT.

Memose mmdpyBaHHsa MOXKe OyTH BHKOPHCTA-
HE JIjid J0JIATKOBOI'O 3aXUCTY HE TLJIbKH I1apOJIiB,
aje ¥ KJIOYiB KpunrTocucTteMm. YacTo K04 BH-
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OMpAIOTHhCSA BUIAJAKOBUM YHHOM 1 MOXKYTH OyTH
BPa3JIUBUMU JI0 MOBHOrO 1epebopy (sk, Hampu-
KJaJ1, y BUIaJaKy kpunrocucremu RSA | Bubip napu
MPOCTUX UUCEJ-«OJIN3HIOKIBY B SKOCTI 3aKPUTOTO
KJII0Ya, MOXKE TIPUBECTHU [0 JIETKOTO PO3KPUTTS CH-
cremu). Besneka menoBoro mudpysatns, cnocoou
#Oro moOya0BH i 3aCTOCYBAHHS PO3TJISHYTI B pOOO-

rax [2; 3; 5; 6].

Cunrakcuc i ceMaHTHKa MeJOBOro mudpyBa-
HHSI QHAJIOTIYHI 1O CHMETPUIHUX KPUMTOCUCTEM.
Agnropurm mudpyBaHHs, SKUH 33 JOMTOMOIOIO
KJII09a, 1 BIIKPUTOTO TEKCTY yTBOPIOE KPUIITOTEKCT,
e pumagkosuM. JlemmdpyBaHHSA BiJHOBIIOE Bi-
KpUTHH TEKCT i3 Kpumrorekcry. BiaminaicTb Bif
3BUYAWHOI CHMETPUYHOI KPHUTITOCUCTEMHU TIOJATAE
y TOMy, K MeaoBe IMudpyBaHHS MTOBOIUTH Cebe
npu JgermmpyBaHHl, KOJIM XTOCh HAMAraeTbCs 33
JIONOMOTOI0 HEPABUJILHOTO KJTI04a eI pyBaTu
KPHUITOTEKCT. 3aMiCTh TOro, 100 BHIATH SIKUICH
myM abo MOMUJIKY, AemudpyBaHHS BUIACTD Bijl-
KPUTHH TEKCT, IKUil BUTJIAIAE TPABIONONIOHNM.

Y it crarri po3TaSHYTO CcxXemy HGPOBOrO
nigmucy ITroppa, Aad JKOi OMUCAaHO CXeMY MeIo-
BOrO Mu(PYBAHHS IJIsT JOJATKOBOTO 3aXUCTY KJTIO-
Ja.

3azaavHa crema medo8ot Kpunmocucme-
mu. Hexait 1 M — MHOKUHM KJIIOYIB i TOBiZOM-
JieHb BimmoBigHO. 1 3araJabHOCTI BBasKaEMO, IO
K mictuth crpiaru {0, 1}* pisaoi gqosxunu. Mezo-
Be muQpPyBAHHA CKIAIAECTHCA 3 MAPH AJTOPUTMIB

(HEnc, HDec),
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3 AKX MEPIi € aJIrOPUTMOM MU pyBaHHS, a
apyruii — pemmdpysanna. [udpysanus H Enc
mpuiiMae Ha BXim kiawd K € K, moBimomieHHs
M € M, nesaxi ommopimmi BHUMaAKOBI OiTH, i BU-
BomuTh 3ammudposanuit rekct C. lemudpyBanus
H Dec npuitmae va Bxin kmod K € K i 3ammudpo-
Banwuit rekcr C, i moBeprae nosigomnennust M € M.

SasznauumMo, 1o JemudpyBaHHd € yCIiIIHUM,
akimo aysa Bceix M € M i K € K iimoBipHicTh
P =[HDeckx(HEnckx(M)) = M] = 1.

Bin 3Bwuaiiroro mpomecy mudpyBaHH i Temm-
dpyBaHHS TapH AJTOPUTMIB

(HEnc, HDec)

BiIPIBHAIOTHCSA THM, IO Y BUMQAKY BBEIECHHS 3a-
mudpoBaroro tekcry C' He 3 MHOXWHU KPHUIITO-
TEKCTIB ajaroput™ naemudpyBaHHS BUIAE HE TIO-
MIJIKY, & JedKe moBimoMiaeHHs Mi, Bimmimme Bif
M, ane nyxe «uouibues o M. Ckaximo, B [1]
3aMpONOHOBAHE MeI0Be MU PYBAHHS I KPUTITO-
cucremu RSA, ske cripsiMOBaHe Ha 3aXHUCT KJIOYiB.
[Ipu memudpyBanHi HENPABUIBHOTO MOBIIOMJIEH-
Hel 3JIOBMUCHUK OTPUMAE MMaPy MPOCTUX UUCET, Kl
ue € kirodamu kpunrocucremu RSA. o izero mu
BUKOPHUCTAEMO IJIsI TIOOYIOBY MeI0BOrO mudpyBa-
HHSI, CIPSMOBAHOTO HA, 3aXUCT Kpunrocucremu Pa-
Gima.

Haditinicms medoso2o wudpysearts.
s Toro, mob QopmasizyBaTu MOHATTS Oe3re-
K{A MeJ0BOro mudpyBaHHs, BUKOPUCTAEMO IIOHS-
TTd aTak¥ BiJTHOBJIEHHS TOBIZOMJIEHBL (message
recovery attack). Haia mera nosisrae 8 Tomy, 11100,
BPaxoByiOun mnudpPyBaAHHs TOBIIOMJIEHHS, WMO-
BipHICTBH TOrO, IO OYAb-sIKWi CyIPOTUBHUK BiTHO-
BUTb [PABUJIbHE MOBiIOMJIEHHS, Oy/ia HE3HAYHOIO.
Ajte 116 MOXKJIUBO TIJILKK TOM1, KO K IOBiTOMJIE-
HH, TaK 1 K109l MafOTh BUCOKY eHTpomifo. Tum He
MEHII, MF MOXKEMO KOHKPETHO BUMIpSATH TE€pPEBa-
I'y BiJHOBJIEHHS TIOBiOMJIeHHS Oy/Ib-5IKOTO CyTIPO-
TUBHHKA, 1 3pobuMo 11e, 1006 MOKa3aTH, M0 3J/I0B-
MHCHHKH HE MOXKYTb JOCIITH OLJIBINOI IepeBar,
HIK 1/2#, ne ;1 — miniManbHa €HTPOTis PO3MOALTY
KJTIOYiB Py

Busnauumo ycmimbicTs cynporuBHuKa A mpo-
TH CXEMHU MEJ0BOrO M PyBaHHS sIK

AdvyE,p,. p(A) =

= P[3noBMucHuk niaibpas Kirod npu

POBIOALNAX Py , Pk |

JI€ Py —PO3TOIII TTOBiIOMJIEHh Ha, MHOXKUHI M.
Cxema mudpposoro mianucy ITTHoppa

Pozrisaemo anropurM mudpoBOro i uucy, mo
6a3yerhcs Ha cxemi mudposoro miamucy [IIroppa.

Ipunycrumo, 1Mo y4acHUKAMU TPOIECY ITiIh-
cyBanns € Auica it Bo0.

T'enepysanma xarouie. Bubepemo Besnke mpo-
CTe YHUCJIO p TAKUM YWHOM, IO B 4ucaa p — 1 €
BEJINKWI TIPOCTHi MibHUK ¢. Jlami Bubepemo Take
qucyo h # 0, gna sikoro hY =1 mod p.

Agica BuOWpae BWMAJKOBHM UYHHOM YHCJIO
a,1 <a<q—1,io6uncmoe v = (h*)~! mod p.
Takum 4MHOM OTPUMYE GidKpUMUL KAWOY U 1 ma-
eMHUT KA10Y a, TpuaoMy h%v =1 mod p.

Ipouec zenepysarns nidnucy 3 60xy Amicu Mo-
YKHA, OMUCATH MOCJIJOBHO TAKUMHU JIIIMHU:

1) Bubip Bunaakosoro yucia r,1 <r < gq—1;

2) obuucienas X = A" mod p ;

3) obuncaenus s; = f(MX), ne M — nosigomie-
uust, [ — meska xemr-dynkiisg, M X — pesyabrar
koukaruHamii M i X;

4) obuuciaenns s = (r + as;) mod g;

5) crBopenns napu S = (s1, 82), Ae S — niguuc.

ITiomeepodocenns nionucy. Ilicas orpumanHs
Big Asicu nosigomienns M i nignucy S = (s1, S2),
Bob6 obuncaoe Z = h*20°1 mod p i mepesipsie, un
crpaBKyeThes s1 = f(MZ).

Kopexmmnicmb TPOTOKOLY JOBOAUTHCS TaKUM
YHHOM:

7 = h52951 = hr+a81+kqul _

= h"(h9)*(h%)* = h" mod p = X.

3acmocysanns medosozo0 wuPpysarHs
do cxemu yugposozo nidnucy Ilrnoppa. 1ns
#iMOBipHiCHOT cucTeMu IU(POBOrO MiANKUCY, TKOIO
e cxema IITroppa, HEOOXiAHO HAJATH ITOTATKOBHIL
3aXMCT II0/I0 TAEMHOIO KJII0Ya @, OCKLIbKH 306epi-
raHHs HOro y BLIAKPUTOMY BHUIVIS/Il € HEHA/IIHHUM.

«3axX0BaEMO» TAEMHUIN KJIIOY ¢ B YNCJIOBUIN Ha-
6ip (p1, .oy Pt)-

Hexait O, — MHOXWHA IIINX IrcesT y Jiama3oHi
Bim 1 mo ¢ — 1.

IIceBmokon, sikmit onucye agaroput™ mudpysBa-
uus Enc(a), mae Burisa;

(p1, s 1) < O
Fori=1tot—1do

If IsPrime(p;) then break
pe <= pi-a mod g
return(py, ..., pt).

MMudpysannsa npuiimae Ha BXif mije 9ucio a i
PEHEPYE MOCJIJIOBHICTD IIJIMX 4MCEsl i3 IPOMIXKKY
[1,q—1]. SIkmmo cepex t — 1 umcedn i3 11i€i MHOXKUHI
€ xo4ya O OaHE TPOCTE, 3aMiHUMO OCTAHHE HHCJIO
B IMOCJIIOBHOCTI Ha JOOYTOK IHOTO MPOCTOrO i a.
ko cepen t — 1 gucent i3 mi€l MHOXKHHA IIPOCTUX
HEMA€, 3aMiHMMO OCTAHHE YHCJIO HA JODYTOK Iie-
PeIOCTaHHBOTO 1 a.
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[IceBmokom, TKuUit OMKUCYE AITOPUTM HEITHPPY-
Banus Dec(py, ..., pt), Ma€ BULJISAL;

141

while ~IsPrime(p;)

1 1+1
Ifi:tflthenaEpi_Lpt

p<p; " -p mod g

return(a).

HemmudpyBanns npuitMae HA BXiJ BEKTOpP Iii-
JINX 9IUCEeJT JOBYKUHU © 1 MOBEPTAE TAEMHUI KITIOY
a. ZKI11o0 BeKTOp BBEICHUI 3IOBMHUCHUKOM 1 HE Mi-
CTHTDH y €00l 3aMacKOBaHe THUCIIO a, JemndpyBaH-
Hsl TIOBEPTATHME PE3YJIbTaT MHOXKEHHS OCTAHHBOI'O
qucsa Ha obepHeHe TI0 MOJYJII0 ¢ 10 TIePITIoTo Mpo-
CTOTO YWCJIa, AKIIO TaKe iCHye B HADOpi, abo Te-
PEeI0CTaHHBOrO Yncja B HAOopi. OTxe, mpu cpobi
IITYYHO MiAIOPAaTH TAEMHUM KJTIOY IILISIXOM IIOBHO-
ro mepebopy 3JI0BMUCHHUK OTPUMAE TUCTIO, TOIi0HEe
1o a (a came, sikech 9nciIo 3 MPoMikky [1,q — 1]),
aJie SKe BiH HE 3MOYKe BUKOPUCTATH i1 9aC CIpodn
miapoOky mianucy Ajicu.

Pazom Bumeonucani mwudpyBaHHSA Ta HEIIw-
dpysanusa ckiaanaoTts cxemy Schn—-HE.

Haditinicms medoeoz20 wudpysarhs, 3a-
cmocosaro20 0o cremu yu@dposoz2o0 nidnucy
IITnoppa. loBeneMo Taky TeopeMmy.

Teopema 1. Ilpunycmumo, wo Schn—HE — we
cxema medoeoz20 WuPPYeaHHs, 3aCMOCOE8GH020 00
cxemu yugposozo nionucy Ilwoppa. Todi das do-
8iAbH020 3a08MuUcHUKe A

1 2

AdVHE(A) S (]—7]_(1 — g)t—Q}

-1 ol

de g e [2'71,2").

Zlosedenns. CkopucraemMoch mocTyjaaToMm  bep-
THAHIA, TOOTO BUKOPUCTAEMO (PAKT, IO

2l71
PR I ) [ —
3l
IJs BCiX [, me | — Take YHCI0, IJIA SIKOTO ¢ €
€ [2171,2Y). Toni #imoBipricTs BUGpaTH TpocTe Tm-
cro 3 imTepsany 2071, 21) Gyze % s 1BOX "mcen
3 1ocainoBHOCTL (P1, ..., P¢) BraJaTu, o Py = p; - @
mod ¢, gopiBuioe ﬁ. Orxke, iMOBipHIiCTH Braja-
TH PO3B’sI30K, SIKITO YKOJHE 1HIIE YUCIO HE € MPO-
CTHUM,

(1- Q)t_Q :

OckifbKu mpu arari MOBHOTO mepebopy 3J10B-
MUCHHUK TIepebupae BCi MOXK/IUBI BapiaHTH, i BUIIa-
JIOK, KOJ11 B HA0OD1 (P1, ..., pt) TLAbKU OJHE LIPOCTE
YUCIIO, € HAWOLIBIN CIPUSTIAUBUM JIJIsT HHOTO, HMO-
BipHICTH Brajaru po3B’si30K 3a yCiX iHmUX 00CTa-
BHUH Oy/ie MEHIIO, TOOTO

1 2

Ockinbku dyukuis ¢(t) € He3HAYHOIO, MU BBa-
JKAEMO YCTIX 3JI0BMUCHUKA, HE3HATHNM.

Cnucox aimepamypu

1. Juels Ari, Ristenpart Thomas. Honey Encryption:
Security Beyond the Brute-Force Bound. Nguyen
P.Q., Oswald E. (eds.). Advances in Cryptology —
FEUROCRYPT 201}. Lecture Notes in Computer Sci-
ence, vol 8441. Springer, Berlin, Heidelberg.

2. Joo-Im Kim, Ji Won Yoon. Honey chatting: a novel
instant messanging system robust to eavedropping over
communication. 2016 IEEE International Conference
on Acoustics, Speech and Signal Processing (ICASSP).

3. Jaeger Joseph, Ristenpart Thomas, Tang Qiang.
Honey Encryption Beyond Recovery Security. Advances
in Cryptology — EUROCRYPT 2016: 35th Annual
International Conference on the Theory and Appli-
cations of Cryptographic Techniques, Vienna, Austria,
May 8-12, 2016, Proceedings, Part I, pp.758-788.

4. Moriarty K., Kaliski B., Rusch A. (eds.). Password-

Based Cryptography Specification. Internet Engineeri-
ng Task Force, 2017.

5. Ji Won Yoon, Hyoungshick Kim, Hyun-Ju Jo, Hyelim
Lee, Kwangsu Lee. Visual Honey encryption: Applicati-
on to Steganography. IH and MMSec 2015 - Proceedi-
ngs of the 2015 ACM Workshop on Information Hiding
and Multimedia Security. Pp. 65-74.

6. Beunardeau Marc, Ferradi Houda, Geraud Remi,
Naccache Gavid. Honey encryption for language.
Cryptology ePrint Archive: Report 2017/031.

7. Shanks Daniel. Five Number-theoretic Algorithms.
Proceedings of the Second Manitoba Conference on
Numerical Mathematics. 1973. Pp. 51-70.

8. BepGinskmit O.B. Bcryn go xpuorosorii. BHTUT :
JIbBiB, 1998.

References

1. A. Juels and T. Ristenpart, Honey Encryption: Securi-
ty Beyond the Brute-Force Bound, in: Advances in
Cryptology — EUROCRYPT 201. Lecture Notes in
Computer Science, vol 8441, edited by P.Q. Nguyen,
E. Oswald (Springer, Berlin, Heidelberg).

2. Joo-Im Kim and Ji Won Yoon, Honey chatting: a novel
instant messanging system robust to eavedropping over
communication. 2016 IEEE International Conference

on Acoustics, Speech and Signal Processing (ICASSP).

3. Joseph Jaeger, Thomas Ristenpart and Qiang Tang,
Honey Encryption Beyond Recovery Security, in:
Advances in Cryptology — EUROCRYPT 2016: 35th
Annual International Conference on the Theory and
Applications of Cryptographic Techniques, Vienna,
Austria, May 8-12, 2016, Proceedings, Part I, pp.758—
788.



6 ISSN 2617-7080. Morunaacekuit MmaTemMaTuIHuit xKyprasa. 2021. Tom 4

4. K. Moriarty, B. Kaliski, A. Rusch, editors, Password- 6. Marc Beunardeau, Houda Ferradi, Remi Geraud

Based Cryptography Specification (Internet Engineeri- and Gavid Naccache, Honey encryption for language
ng Task Force, 2017). (Cryptology ePrint Archive: Report 2017/031).

5. Ji Won Yoon, Hyoungshick Kim, Hyun-Ju Jo, Hyelim 7. Daniel Shanks, Five Number-theoretic Algorithms.
Lee and Kwangsu Lee. Visual Honey encryption: Appli- Proceedings of the Second Manitoba Conference on
cation to Steganography in: /H and MMSec 2015 - Numerical Mathematics (1973), pp. 51-70.
Proceedings of the 2015 ACM Workshop on Informati- 8. O.B. Bepbiupkuit, Bemyn do xpunmonoeii (BHTJI:
on Hiding and Multimedia Security, pp. 65-74. JIbBiB, 1998).

M. Oliynyk

HONEY ENCRYPTION APPLIED TO SCHNORR
SIGNATURE SCHEME

The security of any cryptosystem mostly depends on the reliability of the protection of secret keys
used in it. In particular, key generation procedure must give a variety of keys so that they cannot be
picked up by a brute-force attack. Honey encryption is used as an additional barrier of cryptosystems’
keys protection to slow down a brute-force attack. As in the case of “ white box cryptography”, different
honey encryption schemes are considered depending on what the additional protection is aimed at. The
need to additionally protect secret keys arises in remote access systems, when it is necessary to provide
access to information to authorized users.

The idea of encryption, which would provide adequate additional protection, is to build a system so
that the attacker will not be able to recover the original text, even after searching through all possible
options for passwords or keys. Based on the concept of lure systems, this system outputs messages that
are difficult to distinguish from the true ones. Such messages are called it honey, which, like the sweet
substance, but in computer security terminology, “ drag ” the opponent into a dead end.

This article constructs schemes for additional key protection of the Schnorr Signature Scheme, de-
scribes the pseudocodes of the corresponding algorithms, analyzes the complexity of a brute-force attack.
This scheme requires additional protection against the a secret key because storing it in the open is
unreliable. With the proposed encryption algorythm, we can “hide” a into a sequence of integers, and
extract it back with the proposed decryption algorythm. If the sequence is entered by an attacker and
does not contain a masked number a, decryption algorythm will return the result of multiplying the last
number by the inverse q to the first prime number, if any, in the set, or the penultimate number in the
set. Therefore, when trying to artificially pick up a secret key by a brute-force attack, the attacker will
get a number similar to a but which he will not be able to use when trying to forge Alice’s signature.

Keywords: honey encryption, security, Schnorr Signature Scheme.
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